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While reasonable efforts have been made to ensure the accuracy of this document, BebeVue, assumes
no liability resulting from any inaccuracies or omissions in this document, or from any use of the
information obtained from this document. BebeVue reserves the right to make changes in content
herein, with no obligation to notify any person of revisions or changes. BebeVue does not assume any
liability arising out of the application or use of any product or software described herein; neither does it
convey any license or any other right under its patent rights or other intellectual property or proprietary
rights or the proprietary rights of others. BebeVue reserves the right to make changes in technical and
product specifications at any time, in its sole discretion, without prior notice.
Note: Printed copies of this document are not under revision control. See the appropriate document
control system for the most current revision of the document.
HIPPA instructed the Secretary of Health and Human Services to issue recommendations to Congress
regarding standards governing the privacy of individually identifiable information in September 1997. It
then required Congress to pass legislation protecting the confidentiality of health information by August
21st, 1999. As a result of Congress’ inability to pass medical records privacy legislation by the deadline,
Health and Human Services as required by HIPAA released proposed regulations on February 21st, 2001
regarding the privacy of electronically transmitted medical records. These regulations were to be
enforced beginning March 1st, 2003.

The regulation apply to the individually identifiable health information on patient medical records,
including but not exclusive to demographic information, personal information provided by the patient,
or other data that identify or reasonably could be used to identify the patient.
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1 Introduction
1.1 Purpose
The purpose of this document is to provide general information in relationship to the technical security
services referenced within the Technical Safeguards section of the Federal Register, Section G (164.312),
as they pertain to Protected Health Information in electronic form. BebeVue’s products are designed to
assure the privacy and security of electronically stored medical data. The regulations set standards for
electronic transactions, the privacy of all medical records and all identifiable health information and the
security of electronically stored information. BebeVue’ products are designed to assist Covered Entities
(as defined under HIPAA) to comply with the HIPAA Regulations referenced in this document.

1.2 Scope
The scope of this document is focused solely on the five technical security services requirements with
supporting implementation features: Access control; Audit Controls; Integrity; Person or Entity
authentication; and Transmission Security. For details, reference Technical Safeguards section of the
Federal Register, Section G (164.312).
All other required privacy and security elements associated with the HIPAA regulations are the sole
responsibility of the Covered Entities. Note: a complete description of HIPAA is beyond the scope of
this document.

1.3 Related Information
The following are Web sites with related information:
WEB SITE

Description

http://www.hhs.gov/ocr/hipaa/

United States Department of Health and Human Services
Office for Civil Rights - HIPAA
Medical Privacy – National Standards To Protect the Privacy of
Personal Health Information
Federal Register – Part II, Department of Health and Human
Services, 45 CFR Parts 160, 162, and 164 Health Insurance
Reform: Security Standards; Final Rule. Section G.
Technical Safeguards – 164.312.
HIMSS White Paper on Patient Identity Integrity regarding unique
identifiers

http://www.cms.hhs.gov/hipaa/hi
paa2/regulations/security/033877.pdf
http://www.himss.org/content/files/Priva
cySecurity/PIIWhitePaper.pdf
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1.3 Glossary
Business Associate
Under HIPAA, “Business Associate” is a person or entity that performs certain functions or activities
that involve the use or disclosure of protected health information, on behalf of, or provides service to,
covered entity. BebeVue does not support any transmission of reports, pathology, script or text.
Covered Entity (CE)
Under HIPAA, “Covered Entity” is a health plan, a health care clearinghouse, or a health care provider
who transmits any health information in electronic form in connection with a HIPAA transaction. Also
see Part II, 45 CFR 160.103.
HIPAA (Health Insurance Portability and Accountability Act)
The Health Insurance Portability and Accountability Act (HIPAA) of 1996 mandates legal and regulatory
environments governing the provision of health benefits, the delivery and payment of healthcare services,
and the security and confidentiality of individually identifiable, protected health information.
Protected Health Information (PHI)
PHI is individually identifiable health information that is transmitted by, or maintained in, electronic
media or any other form or medium. This information must relate to 1) the past, present, or future
physical or mental health, or condition of an individual; 2) provision of health care to an individual; or 3)
payment for the provision of health care to an individual. If the information identifies or provides a
reasonable basis to believe it can be used to identify an individual, it is considered individually
identifiable health information. See Part II, 45 CFR 164.501 BebeVue supports no reporting.

2 Responsibility for compliance
Compliance with state and federal regulations regarding patient confidentiality, security, and privacy is
the responsibility of all covered entities and business associates. This includes, but is not limited to,
compliance with the Health Information Portability and Accountability Act (HIPAA) of 1996.

3 How BebeVue supports compliance internally
BebeVue supports compliance with regulatory and ethical requirements in many ways:
1. Confidentiality agreement. All employees are required to execute a confidentiality agreement,
because employees may gain access to confidential medical information as a result of their work
with clinical customer sites. A copy of BebeVue’ internal confidentiality agreement can be
provided upon request.
2. Background checks before hiring. A background check is performed on all new hires.

3. Requirement for creating anonymized patient records. BebeVue’ internal policies prohibit the
inappropriate transmission or duplication of patient records, if the patient records include
identifying information.
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4 How BebeVue supports compliance for its customers
In the Technical Safeguards section of the Federal Register, Section G (164.312), the following security
services features are discussed:
• Access Controls
• Audit Controls
• Integrity
• Authentication
• Transmission Security

See the following sections for details on how BebeVue addresses these features.

4.1 Access controls
Requirements for unique user identification and other methods of access control:
• Unique user identification. BebeVue supports a username/password system for gaining

access to BebeVue user applications. We strongly discourage any user from sharing or disclosing
this personal password or user name. Users create their own unique log-in and passwords.
• Restrictions based on user rights. User Security Administration enables the Application

Administrator to tailor the rights assigned to any given user, including limiting and suspending
user rights as appropriate.
• Automated log-outs. BebeVue supports an automatic logout mechanism. The system

requires the user to log on again, if the device is not used for a selected period of time.

4.2 Audit controls
Audit control procedures to record and examine system activity:
• Audit trail. BebeVue provides an audit trail that records access to any users images within the BebeVue

application. The event log can be queried and sorted, and can also be copied to external databases such as
Microsoft Excel.

5

BebeVue HIPAA Compliance Statement © 2016 Revised March 2015 Nautilus Medical, Inc.

4.3 Integrity
Integrity is maintained through the following methods:
• Archiving and backup methods. BebeVue provides a multi-tiered archive through Amazon EC to

ensure security of images. BebeVue strongly encourages all customers to create backup copies of their
images or using our Archiving system.
• Disaster planning support. BebeVue supplies fault-tolerant image servers and other related

technologies to support disaster planning provided by Amazon. For example, technologist workstations
can be configured to continue functioning even in the event of a server or network failure, so that patient
imaging can continue.

4.4 Authentication
• User Authentication – Username/password system.
• Approval and authentication. The BebeVue conversion product utilizes DICOM header information to

create a user database tied to the user profile for authentication. User names and passwords are required
to use APIs and other tools within the BebeVue application and appropriate audit trails are retained.

4.5 Transmission security
• Data encryption. The system supports data encryption when information is transmitted via the

Internet, using secure technology such as SSL/TLS.
• Confidentiality warning. Appropriate confidentiality, HIPAA, and Privacy notices are displayed when

images are reviewed or downloaded over the Internet.

Contacting Customer Support
Phone, fax, and email contacts
To contact BebeVue Customer Support:
Phone: 1-866-820-2229 (BABY)
Fax: 1-847-852-1049
Email: support@BebeVue.com
Online contacts

Note: For access, call Customer Support to receive a user ID and password.
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HIPAA Compliance and Security Statement
Health Insurance Portability and Accountability Act

HIPPA instructed the Secretary of Health and Human Services to issue recommendations to Congress regarding
standards governing the privacy of individually identifiable information in September 1997. It then required
Congress to pass legislation protecting the confidentiality of health information by August 21 st, 1999. As a result of
Congress’ inability to pass medical records privacy legislation by the deadline, Health and Human Services as
required by HIPAA released proposed regulations on February 21st, 2001 regarding the privacy of electronically
transmitted medical records. These regulations were to be enforced beginning March 1st, 2003.

The regulation apply to the individually identifiable health information on patient medical records, including but
not exclusive to demographic information, personal information provided by the patient, or other data that
identify or reasonably could be used to identify the patient.

The regulations allow providers to use and disclose patient medical records without obtaining consent for
purposes of treatment, payment and healthcare operations such as quality assurance and provider performance
evaluations.

The proposed regulations require providers to implement stringent administrative procedures for employees,
equipment, and operations. Develop, maintain, and document policies and procedures to ensure compliance.

Proven noncompliance by any person, corporation or the HIPAA administrator will result in criminal penalties. The
applicability of these regulations is evident particularly in the use of digital images. Digital images typically contain
patient identifiers. The radiologist who stores and transmits digital images must be very cognizant of HIPAA, its
requirements and its penalties in the operation of the department. Most radiologists do not handle their own
patient records, but under HIPAA, they will be responsible for those people who do, as well as for any errors or
noncompliance. Instead of costing the healthcare market more money, these regulations will actually help save
the industry money through standardization.
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Compliance Statements
By using BebeVue File Transfer Appliance, you will be able to send large files securely within the organization, to
customers, contractors, physicians, patients, and anyone else you need to communicate with securely.
It will also help you achieve Policy Compliance for Sarbanes-Oxley, HIPAA, PCI and other standards by encrypting
sensitive data in transit, provide cryptographically strong random access keys for accessing transmitted data, and
achieve non-repudiation with download receipts of who download what, from where and at what time.
HIPAA
The Health Insurance Portability and Accountability Act of 1996 (HIPAA) addresses the minimum standards that
health care organizations must implement to protect the security, privacy and confidentiality of patient data that is
transferred over the Internet. This statement deals primarily with sections 142.308(c) and 142.308(d) of this Act.
HIPAA requires that all patient data that is transmitted over the Internet must be encrypted using industry
standard 128-bit encryption algorithms. BebeVue File Transfer Appliance uses AES 256 algorithms as well as other
methods such as strong random number generators to ensure data security.

Control

Statement

Information BebeVue uses industry standard HTTPS protocols to ensure files are being transmitted encrypted
Security between sender and receiver.
Each user of BebeVue is virtually separated from all other users and will only see files that are
being sent by themselves.
To prevent users from connecting using unsecure HTTP protocols, the File Transfer Appliance can
Access
be configured to automatically redirect any request (before any data has been sent) to HTTPS.
Controls
Packets being sent are being generated using Open SSL cryptographically strong random numbers
with an entropy of 256 bits. Any file sent can only be downloaded once to ensure and the IP
address of the downloaded file is captured and displayed in the download receipt.

Sarbanes Oxley
The Sarbanes-Oxley Act of 2002 requires that public companies implement IT controls to assure the accuracy of
company financial records. These controls must include IT processes that provide for the security of data, central
management of user accounts and the ability to audit and report on both internal and external file transfers.
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Sarbanes-Oxley does not define the specifics as to how these controls must be implemented, therefore many
companies and SOX auditors have adopted the COBIT (Control Objectives for Information and Related Technology)
standard for use in documenting, defining and evaluating internal controls. BebeVue File Transfer Appliance
satisfies many of these COBIT controls and assist you in meeting your Sarbanes-Oxley requirements as seen in the
table below.

Control

Statement

DS1.5 — Monitoring
BebeVue File Transfer Appliance can quickly generate a report from the sent files log.
and Reporting
DS5.1 — Remote Administrators can manage the File Transfer Appliance remotely using industry standard
Management HTTPS encryption.
DS5.3 — Identity BebeVue can easily be configured to authenticate users against central user repositories such
Management as LDAP, Active Directory.
DS5.3 — User
Account BebeVue provides an authentication based interface to easily manage all users in the system.
Management
DS5.10 — Network BebeVue is configured to only allow encrypted connections over industry standard
Security connections.
BebeVue can be configured to only allow encrypted connections over industry standard
HTTPS connections.
DS5.11 — Exchange
Packets being sent are being generated using Open SSL cryptographically strong random
of Sensitive Data
numbers with an entropy of 256 bits. Any file sent can only be downloaded once to ensure
and the IP address of the downloaded file is captured and displayed in the download receipt.
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PCI DSS
The PCI Data Security Standard (PCI DSS) is the security standard for security management, policies, procedures,
network architecture, software design and other critical protective measures for the payment process industry including merchants, payment devices and services vendors, processors and financial institutions through
Authorize.net.

Requirement

Statement

Install and maintain a firewall BebeVue uses the built-in OpenBSD pf firewall to only allow connections
configuration to protect cardholder data to functions on the File Transfer Appliance that is required.
Do not use vendor-supplied defaults for
BebeVue does not come with any default passwords. Console Access is
system passwords and other security
disabled on default.
parameters
BebeVue uses industry standard HTTPS encryption for all
Encrypt transmission of cardholder data
communications between sender and recipient. The default
across open, public networks
configuration only allows HTTPS.
Assign a unique ID to each person with BebeVue can easily be configured with a central user repository such as
computer access LDAP, Active Directory or IMAP to facilitate user provisioning.
BebeVue logs all files that is being transmitted. Who sent them, who
Track and monitor all access to network
received them, when they were sent, when they where downloaded and
resources and cardholder data
from where they downloaded.
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BebeVue Exclusively Uses Amazon EC2 Server Technology
The safest in the World.
Amazon Web Services (AWS) delivers a highly scalable cloud computing platform with high availability
and dependability, and the flexibility to enable customers to build a wide range of applications. The
issues of end-to-end security and end-to-end privacy within the cloud computing world are more
sophisticated than within a single data center not facing the Internet. Ensuring the confidentiality,
integrity, and availability of customer's systems and data is of the utmost importance to AWS, as is
maintaining trust and confidence. This document is intended to answer customer questions such as
"How does AWS help me ensure my data is secure?" Specifically, AWS physical and operational
security processes are described for network and infrastructure under AWS' management, as well as
service-specific security implementations.
This document provides an overview of security as it pertains to the following areas relevant to AWS:
Certifications and Accreditations
Physical Security
Backups
Amazon Elastic Compute Cloud (EC2) Security
Amazon Simple Storage Service (S3) Security
Amazon SimpleDB Security

Certifications and Accreditations
AWS is working with a public accounting firm to ensure continued Sarbanes Oxley (SOX) compliance
and attain certifications such as recurring Statement on Auditing Standards No. 70: Service
Organizations, Type II (SAS70 Type II) certification. These certifications provide outside affirmation
that AWS has established adequate internal controls and that those controls are operating efficiently.
AWS will continue efforts to obtain the strictest of industry certifications in order to verify its
commitment to provide a secure, world-class cloud computing environment. The AWS platform also
permits the deployment of solutions which meet industry-specific certification requirements. For
instance, AWS customers have built HIPAA-compliant healthcare applications using S3 and other
components.
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Physical Security
Amazon has many years of experience in designing, constructing, and operating large-scale data
centers. This experience has been applied to the AWS platform and infrastructure. AWS data centers
are housed in nondescript facilities, and critical facilities have extensive setback and military grade
perimeter control berms as well as other natural boundary protection. Physical access is strictly
controlled both at the perimeter and at building ingress points by professional security staff utilizing
video surveillance, state of the art intrusion detection systems, and other electronic means.
Authorized staff must pass two-factor authentication no fewer than three times to access data center
floors. All visitors and contractors are required to present identification and are signed in and
continually escorted by authorized staff.
Amazon only provides data center access and information to employees who have a legitimate
business need for such privileges. When an employee no longer has a business need for these
privileges, his or her access is immediately revoked, even if they continue to be an employee of
Amazon or Amazon Web Services. All physical and electronic access to data centers by Amazon
employees is logged and audited routinely.

Backups
Data stored in Amazon S3, Amazon SimpleDB, or Amazon Elastic Block Store is redundantly stored in
multiple physical locations as a normal part of those services and at no additional charge. Data that is
maintained within running instances on Amazon EC2, or within Amazon S3 and Amazon SimpleDB, is
all customer data and therefore AWS does not perform backups.

Amazon Elastic Compute Cloud (EC2) Security
Security within Amazon EC2 is provided on multiple levels: The operating system (OS) of the host
system, the virtual instance operating system or guest OS, a stateful firewall and signed API calls.
Each of these items builds on the capabilities of the others. The goal is to ensure that data contained
within Amazon EC2 cannot be intercepted by non-authorized systems or users and that Amazon EC2
instances themselves are as secure as possible without sacrificing the flexibility in configuration that
customers demand.
Further details are provided below:
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Host Operating System: AWS administrators with a business need are required to use their
individual cryptographically strong SSH keys to gain access to a bastion host. These bastion hosts
are specifically built systems that are designed and configured to protect the management plane of
the cloud. Once connected to the bastion, authorized administrators are able to use a privilege
escalation command to gain access to an individual host. All such accesses are logged and routinely
audited. When an AWS employee no longer has a business need to administer EC2 hosts, their
privileges on and access to the bastion hosts are revoked.
Guest Operating System: Virtual instances are completely controlled by the customer. They have
full root access and all administrative control over additional accounts, services, and applications.
AWS administrators do not have access to customer instances, and cannot log into the guest OS.
Customers should disable password-based access to their hosts and utilize token or key-based
authentication to gain access to unprivileged accounts. Further, customers should employ a
privilege escalation mechanism with logging on a per-user basis. For example, if the guest OS is
Linux, utilize SSH with keys to access the virtual instance, enable shell command-line logging, and
use the 'sudo' utility for privilege escalation. Customers should generate their own key pairs in
order to guarantee that they are unique, and not shared with other customers or with AWS.
Firewall: Amazon EC2 provides a complete firewall solution; this mandatory inbound firewall is
configured in a default deny mode and the Amazon EC2 customer must explicitly open any ports to
allow inbound traffic. The traffic may be restricted by protocol, by service port, as well as by source
IP address (individual IP or CIDR block).
The firewall can be configured in groups permitting different classes of instances to have different
rules, for example the case of a traditional three-tiered web application. The group for the web servers
would have port 80 (HTTP) and port 443 (HTTPS) open to the world. The group for the application
servers would have port 8000 (application specific) accessible only to the web server group. The group
for the database servers would have port 3306 (MySQL) open only to the application server group. All
three groups would permit administrative access on port 22 (SSH), but only from the customer's
corporate network. Highly secure applications can be deployed using this expressive mechanism.
The firewall is controlled not by the host/instance itself, but requires the customer's X.509 certificate
and key to authorize changes, thus adding an extra layer of security. Within EC2, the host
administrator and cloud administrator can be separate people, permitting two man rule security
policies to be enforced. In addition, AWS encourages customers to apply additional per-instance filters
with host-based firewalls such as IPtables. This can restrict both inbound and outbound traffic on each
instance.
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The level of security afforded by the firewall is a function of which ports are opened by the customer,
and for what duration and purpose. The default state is to deny all incoming traffic, and developers
should plan carefully what they will open when building and securing their applications. Well-informed
traffic management and security design is still required on a per-instance basis.
API: Calls to launch and terminate instances, change firewall parameters, and perform other
functions are all signed by an X.509 certificate or the customer's Amazon Secret Access Key.
Without access to the customer's Secret Access Key or X.509 certificate, Amazon EC2 API calls
cannot be made on their behalf. In addition, API calls can be encrypted in transit with SSL to
maintain confidentiality. Amazon recommends always using SSL-protected API endpoints.

The Hypervisor
Amazon EC2 currently utilizes a highly customized version of the Xen hypervisor, taking advantage of
paravirtualization. Because paravirtualized guests rely on the hypervisor to provide support for
operations that normally require privileged access, it is possible to run the guest OS with no elevated
access to the CPU. This explicit virtualization of the physical resources leads to a clear separation
between guest and hypervisor, resulting in strong security separation between the two.

Instance Isolation
Different instances running on the same physical machine are isolated from each other utilizing the
Xen hypervisor. Amazon is an active participant and contributor within the Xen community, which
ensures awareness of potential pending issues. In addition, the aforementioned firewall resides within
the hypervisor layer, between the physical interface and the instance's virtual interface. All packets
must pass through this layer, thus an instance's neighbors have no additional access to that instance,
and can be treated as if they are on separate physical hosts. The physical RAM is separated using
similar mechanisms.
Customer instances have no access to raw disk devices, but instead are presented with virtualized
disks. The AWS proprietary disk virtualization layer automatically wipes every block of storage used by
the customer, and guarantees that one customer's data is never exposed to another. Note that
unintentionally leaving data on disk devices is only one possible breach of confidentiality; many others
exist, and for this reason AWS recommends that customers further protect their data using
appropriate means. One common solution is to run an encrypted filesystem on top of the virtualized
disk device.
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Network Security
The AWS network provides significant protection against traditional network security issues and the
customer can implement further protection. The following are a few examples:
Distributed Denial Of Service (DDoS) Attacks: AWS API endpoints are hosted on the same
Internet-scale, world class infrastructure that supports the Amazon.com retail site. Standard DDoS
mitigation techniques such as syn cookies and connection limiting are used. To further mitigate the
effect of potential DDoS attacks, Amazon maintains internal bandwidth which exceeds its providersupplied Internet bandwidth.
Man In the Middle (MITM) Attacks: All of the AWS APIs are available via SSL-protected
endpoints which provides server authentication. Amazon EC2 AMIs automatically generate new SSH
host keys on first boot and log them to the console. Customers can then use the secure APIs to call
the console and access the host keys before logging into the instance for the first time. Customers
are encouraged to use the SSL endpoints for all of their interactions with AWS.
IP Spoofing: Amazon EC2 instances cannot send spoofed traffic. The Amazon -controlled, hostbased firewall infrastructure will not permit an instance to send traffic with a source IP or MAC
address other than its own.
Port Scanning: Port scans by Amazon EC2 customers are a violation of the Amazon EC2
Acceptable Use Policy (AUP). Violations of the AUP are taken seriously, and every reported violation
is investigated. When Port scanning is detected it is stopped and blocked. Port scans of Amazon EC2
instances are generally ineffective because, by default, all inbound ports on Amazon EC2 instances
are closed.
The customer's strict management of security groups can further mitigate the threat of port scans. If
the customer configures the security group to allow traffic from any source to a specific port, then that
specific port will be vulnerable to a port scan. In these cases, the customer must use appropriate
security measures to protect listening services that may be essential to their application from being
discovered by an unauthorized port scan. For example, a web server must clearly have port 80 (HTTP)
open to the world, and the administrator of this server is responsible for ensuring the security of the
HTTP server software, such as Apache.
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Packet sniffing by other tenants: It is not possible for a virtual instance running in promiscuous
mode to receive or "sniff" traffic that is intended for a different virtual instance. While customers
can place their interfaces into promiscuous mode, the hypervisor will not deliver any traffic to them
that is not addressed to them. This includes two virtual instances that are owned by the same
customer, even if they are located on the same physical host. Attacks such as ARP cache poisoning
do not work within EC2. While Amazon EC2 does provide ample protection against one customer
inadvertently or maliciously attempting to view another's data, as a standard practice customers
should encrypt sensitive traffic.

Amazon Simple Storage Service (Amazon S3) Security
With any shared storage system, the biggest question is whether unauthorized users can access
information either intentionally or by mistake. To ensure that customers have the utmost in flexibility
to determine how, when, and to whom they wish to expose the information they store in AWS,
Amazon S3 APIs provide both bucket- and object-level access controls, with defaults that only permit
authenticated access by the bucket and/or object creator. Write and Delete permission is controlled by
an Access Control List (ACL) associated with the bucket. Permission to modify the bucket ACLs is itself
controlled by an ACL, and it defaults to creator-only access. Therefore, the customer maintains full
control over who has access to their data. Amazon S3 access can be granted based on AWS Account
ID, DevPay Product ID, or open to everyone.

Data Management
Another potential concern is whether or not data can be intercepted while "in transit" from one node
on the Internet to AWS. For maximum security, Amazon S3 is accessible via SSL encrypted endpoints.
The encrypted endpoints are accessible from both the Internet and from within Amazon EC2, ensuring
that data is transferred securely both within AWS and to and from sources outside of AWS.
Customers may wish to secure data even when it is being stored within Amazon S3. Data stored
within Amazon S3 is not encrypted at rest by AWS. However, users can encrypt their data before it is
uploaded to Amazon S3 so that the data cannot be accessed or tampered with by unauthorized
parties.
When an object is deleted from Amazon S3, removal of the mapping from the public name to the
object starts immediately, and is generally processed across the distributed system within several
seconds. Once the mapping is removed, there is no external access to the deleted object. That storage
area is then made available only for write operations and the data is overwritten by newly stored data.
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Amazon SimpleDB Security
SimpleDB APIs provide domain-level controls that only permit authenticated access by domain creator,
therefore the customer maintains full control over who has access to their data.
SimpleDB access can be granted based on an AWS Account ID. Once authenticated, a subscriber has
full access to all user operations in the system. Access to each individual domain is controlled by an
independent Access Control List (ACL) that maps authenticated users to the domains they own.
SimpleDB is accessible via SSL-encrypted endpoints. The encrypted endpoints are accessible from
both the Internet and from within EC2. Data stored within SimpleDB is not encrypted by AWS;
however the user can encrypt data before it is uploaded to SimpleDB. These encrypted attributes
would be retrievable as part of a Get operation only. They could not be used as part of a query
filtering condition. Encrypting before sending to SimpleDB guarantees that no party, including AWS,
has access to sensitive customer data.

SimpleDB Data Management
When a domain is deleted from SimpleDB, removal of the domain mapping starts immediately, and is
generally processed across the distributed system within seconds. Once the mapping is removed,
there is no external access to the deleted domain.
When item and attribute data is deleted within a domain, removal of the mapping within the domain
starts immediately, and is also generally complete within seconds. Once the mapping is removed,
there is no external access to the deleted data. That storage area is then made available only for write
operations and the data is overwritten by newly stored data.
Thank you for reviewing polices set forth and abided by Nautilus Medical, Inc. We strive to ensure the
integrity of all services, functions and use of our systems. Please do not hesitate to contact us directly
to answer and questions or concerns.
The Management of Nautilus Medical and BebeVue service.
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